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Staxanovets

Rossiya mahsuloti bo'lib, tijorat va shaxsiy ma’lumotlarni (DLP) himoya gilish, xodimlarni monitoring qilish,

ish vaqgtini hisobga olish hamda kadrlar tahlilini yuritish uchun ma'ljallangan.

0
‘Eﬁ.@m «Hiberxavfsizlik markaziy DUH

Rossiya Federatsiyasi
A B . .
CENTER tomonidan sertifikatlangan

FSTEH tomonidan
Sertifikatlangan

Rossiyada

chigarilgan

/1 15 YIL /1 10 versiyasi

Rossiya IT-bozorida 2008-yildan beri Rossiya Federatsiyasi va boshga Dasturiy mahsulatning
davlatlarda joriy etilgan
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Hompleks biznesning () Stakhanovets
ganday muammolarini hal qiladi?

V Biznesning o‘z xavfsizligini ta’minlash V Moliyaviy va obro‘ risklarini kamaytirish

V Shaxsiy ma’lumotlarning oshkor bo‘lish

Sanoat josusligini aniglash
xavflarini kamaytirish V J gini aniglas

Korruptsiya sxemalari va til biriktirish Daromadni oshirish, xarajatlarni
V holatlarini aniglash, dalillar bazasini V optimallashtirish va sa’'y-harakatlarni
to‘plash jadallashtirish
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Sizning Korxonangiz uchun () Stakhanovets
Bizning asosiy afzalliklarimiz

«Xavfsizlik markazi» DUK @ Oson joriy qilish va
talablariga muvofiq {b xizmat ko‘rsatish

Antivirus 35 000+ ARM M Tezkor
dasturlari ‘;&I uchun texnik qo‘llab-
bilan moslik

masshtablashtirish quvvatlash

DLP tizimi — ma’lumotlarni himoya gilish uchun
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Patentlar va sertifikatlar () Stakhanovets

HALIMOHATTbHAH CUCTEMA CEPTH®UKALITUA

PECNYG/IMKH Y3BEKUCTAH
Opras no I'VII "LUentp ', 0'ZAK.MS.0004
Anpec: r. Tamkenr, yr. Kupk-ku3, 10a, Ten.: +998 (71) 203-00-28

HAIMEHOBAHKE Oprata 00 CepTHPUKALME, afpec, OCYAAapCTBEHIOM PEECTPE,

SCHTICKASA GEIEPAIIEA

Ne 2553770

CEPTH®UKAT COOTBETCTBUA

3aperrcTprposak B LOCYIapcTBEHHOM peecTpe
Or 06 nexalps 2024 1.

Ne UZ.SMT.01.0004.121586996
TleficTBUTENCH A0

Kon TH B3]1 8523499900

(crpaBo4HO)
000 «Craxanosen», POCCHS
T T, CTPAHa-A3TOTORATETE)

Hacrostmuit cepTugkat , 410 HIeHT [OMKHBIM 0GPa3sOM MPONYKIIS: ‘“ I/I I[ E T E J—I b C T B O %8
IIporpaMMHOe ofecnedeHne 07st KOHTPOJIsI JeHCTBHH COT «C’ B cOCTaBe it b
wacTu (Bepoust 10.12) u KTHeRTCKOH YacTH (Bepcust 10.12) ws OC MS Windows HA U30OBPETEHME [BeHHOIi perncTpamuu nporpammbl A DBM 3

12 TOBAPHBIi 3HAK (3HAK 00CJTYKHBAHH)

Ne 1023885

FaERORaRE, T, WApRa) No 2781247

Tunoso# ofpasen

Ne 2015612496

KOTMHeCTBO WK T BO)

COOTBETCTBYeT TPeGOBAHKSAM HOPMATHBHOI J0KyMenTawau O'z DSt 2814:2014, 0z DSt 2816:2014

CraxaHoBen 5
Cxena coprdukatyan: 1 (Oman) {TOMATHYECKOT0 ONOBEIIEHHSI 0 3AIPOUICHHBIX
3aasutens (M3roToBuTens, nponasen): 000 "Craxanosen” 1
AR TORTERR] Decypoat ceru (T) CraxaHosey
Poccusi, r. Mocksa, JlepGererckast Hab., 11. 7, ¢Tp. 8, mom, IV, oT. Yepnak, koM. 5 Gurecmso ¢ ozpanu - Hisie
T T O AT a0 w: Q0ugecmeo ¢ ozpanuyennoi RU)

unocmoio "CTAXAHOBEL" (RU)

CepTuduKaT BUAAI Ha OCHOBAIHK:
a) JOKYMEHTOB AKT u orGopa HKT/C3U Ne 027/2024 ot 29.11.2024r

ATOB Anexcandp Anexcandposuy (RU) 00 P
ELl", 115114, Mockea, 6. mep. 2. MyHUKUNATbHLIL
oeckuil, /lepoenesckan nao., 0. 7, cmp. 8,

oic/kom. 1V/uepoar/s (RU)

10

¢

6) ucnnTanus 06pasuos TIpoTokon ucneitanuii Ne 028/2024-J16-I1 ot 06.12.2024r. AKKpeTHUTOBaHHAs
ucnbITaTeMbHas Taboparopust TYII «Llentp kubepdezomacuocrn» (0°ZAK.SL.0001)

¥) axT mpoBepKT 5a T TBa He mp pena cxenoit

3aseka Ne 2022122512

TIpuoputer u3obperenns 19 aBrycra 2022 r.
Jlara rocy1apCTBeHHOM perucTpaiu

B FocynapeTBeHHOM pecetpe n300peTeHmit

Basska Ne 2023800214
Ipuopurer Tosapuoro snaka 18 okrsiops 2023 r.
Saper B I BEHHOM peecTpe

3aseka Ne 2014663455 1.:;
Jlara noctyniaeHus 23 uexaﬁpn 2014 r.

R R R R R R R R R R R R R R R R R R R R R R R RN R N R R

B RE B B BT BE KE BR B KR B BR B KR BX KX BR KT BR R RR B RE BR K€ BR BY RE RY BR KX BE BE KT B T BY R BR RGO RE B RE MERR

# KOHTPOTb OCYIIECTBIIAET C MEP! ThIO:
He mip peH cxeMoii cepr Poceniickoii denepamm 10 okTa6pst 2022 1. 1 3HAKOB L W ———
CpoK ACHCTBIS HCKMIOYHTENBHOTO TIPaBa Poceniickoii encpannn 30 mas 2024 2. AR P & 19 2015
Ocofsie oTMeTxI: B X Y, Ha n3o0perenne ucrexacr 19 aprycra 2042 r. Cpox jieicTBIs per nerekaer 18 2033 2 mEcecTpeNporpiad Zna OBM pespana e
ero HeoT" it YacTHI0 L o "
Pykosooumens Dedepansioi cayncto PikOuu0umians Dadeatonol oyt Bpuo pyrxosooumens (Ifez)epu'lbﬁou cnyoncowl "
n
3KaK COOTBOTCTRRS He no i o i 5 et
PYKOBOMATENb OPraHa [0 cepTuduKaLu: 10cymos XK.A. ROKMENT NOATMEAN B HOMKOA ROAMCLD =
Skenep: Ilypers A.B. 1215869 Coomon serstoicigtsiesznissss  FO.C, 3ydos 10.C. 3y606 A Kiges™ ]
A Descouranesc S4R0e2 s 26052023 %% [
S TR R
E@&%ﬁm%ﬁmmﬁ%ﬁ%&%mmm%%%ﬁ%ﬁ@g e R R R R W R R RO | B B B R

DLP tizimi — ma’lumotlarni himoya gilish uchun novets.uz


https://stakhanovets.uz/
https://stakhanovets.uz/

Xodimlarni nazorat gilish

tizimi va DLP

|<I ))) Og‘zaki DLP: audio
muloqotlarini nazorat qilish

e-pochta va 25 messenjer

-— Ish vaqtini jamlab hisobga
olish (SURV) va ARM
monitoringi

DLP tizimi — ma’lumotlarni himoya gilish uchun

N Nazorat gilinadigan kanallar:

Xavf tahlilchisi va
umumiy hisobot

Klient mashinasidagi
fayllar bo‘yicha qidiruv

Noutbuklarning
xaritadagi
geolokatsiyasi

() Stakhanovets

Fayl amallari: nazorat,
ushlab golish, taqiglash

Jismoniy xavfsizlik:
yuzni tanib olish va antifoto

KRIPTOxavfsizlik: hamyon
manzillarini ushlab qolish
va tekshirish

stakhanovets.uz
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Hompleks ganday tuzilgan: ish sxemasi (¥) Stakhanovets
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Mijoz modullari
Terminal server SKUD
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B E @22 oAteros (Swiinn malumotiar

mrenioc (JPOCA @5 ATLANT =

RDP

O < - 9

Generatsiya gilingan hisobotlarni
dunyoning istalgan nuqtasidan
brauzer orqgali ko‘rish mumkin.

=D
O & = @ i (e

db { ceee } Server moduli { coe } Ma’lumotlar bazasi { seee }
Rahbar .

Administrator

< gQT_ Server mOd u II

:Jatoba @ PostgreSQL
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Xavf tahlilchisi () Stakhanovets
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Ushlab golish kanallari:

e-pochta

(%0 YaTbl/3BOHKH
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2 ITCOMPANY\mironovay
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& ITCOMPANY\mironovav
7 ITCOMPANY\mironovav

va 29 messenjer
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DLP tizimi — ma’lumotlarni himoya gilish uchun

() Stakhanovets

* Kommunikatsiyalarni
ushlab golish: matnlar,
fayllar

* Elektron pochta, shu
jumladan ilovalarni
ushlab golish

* Kalit so‘zlarni aniglash,
ma’lumotlarni
tasniflash va
ogohlantirishlarni
yuborish

* Keylogger:
kiritilayotgan matnni
ushlab qgolish

stakhanovets.uz
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Fayl amallari: nazorat, ushlab
golish, tagiqlash
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ITCOMPANY\mironovay @ MSK14-N9123.office.itcompany.ru

{MapkeTonor i\MupoHoe A.B.):
npunoxeHwe "Tor Browser™

CkpuHwot/enaeo cobeman

DLP tizimi — ma’lumotlarni himoya gilish uchun

() Stakhanovets

* Ushlab qolish: fayllarni
nusxalash, o‘chirish,
ko‘chirish, lokal tarmoq
ichida yoki internet
orqali tashqariga
yuborish, shuningdek,
ularni ko‘chma
tashuvchi (fleshka va
boshqgalar)ga yozish
urinishlari paytida.

* Wi-Fi, Bluetooth, USB-
modem yoki USB-
tashuvchilarni
taqiglash, portlarni
bloklash, USB-xotira
qurilmalarining “oq
ro‘yxati”.

stakhanovets.uz
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Og'zaki DLP: audio muloqgotlarini () Stakhanovets
nazorat qilish

* Ovozli mulogotlarda
: xodim tomonidan
@ Ayauo [ 2023-10-16 / 2023-10-17
116 M0 YMONYaHMID Gytl ng n
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(MupoHoe A.B)

* Mikrofonlardan uzluksiz
yozib olish va audio
saglash imkoniyati
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Jismoniy xavfsizlik: AntiFoto tizimi (¥ Stakhanovets

* Kompyuter ekranini
smartfon kamerasi
orqali suratga olishga
urinishlarni nazorat
gilish va oldindan

[Honpooyiite cpororpadupoBars 3xpan cmaprdhoHom! ogohlantirish

J/

* Virtual muhit (RDP)da
ham, real ofisda ham
go‘llab-quvvatlash

NonuTrka chororpadtmpoeaTe sxpan!
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Ish vaqgtini hisobga olish (URV) va () Stakhanovets
xodim ARMini nazorat qilish

¢ Xodimning URYV (ish
vaqtini hisobga olish)
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* Veb-saytlarga kirishni
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* Internetga kirishni
cheklash

DLP tizimi — ma’lumotlarni himoya gilish uchun stakhanovets.uz


https://stakhanovets.uz/
https://stakhanovets.uz/

Hlient mashinasidagi fayllar () Stakhanovets
bo‘yicha qidiruv

* Qo'lda qidiruv: operator
@ & fodl 2e @ (%] har bir iteratsiyada maxsus
& MNowuck B daiinax yOkI sezgir ma’lumot

¥ MS Excel +, OpenOffice Calc = . - .
parametrlarini belgilaydi
54 cTpok (-v) Wckate BO Beex cTonGuax A4 Haiitn
N2 Monowenne  Mawuna Daiin ®narn Tun MD5 WameneH Pasmep, Kb DparmeH:

5874 724826
WAC\Users\User\Downloads\Telegram Desktop\old\BKX-7 3ce279416aa13fa0228d78

* Avtomatik gidiruv: qgidiruv
95874.pdf pdf 6eafdazaTs 2023-02-10T12:18:19+03:00 161 5374 o825 pqrqme‘trlqri VG intervql
encrypted 2023-07-25T15:11:11+03:00 987 Oldind(]n belgilqngqn .

33 WORKGROUP  ICOMP

WACAUsers\User\Downloads\TP nedTaHoro ¢poxaa, AQ Ba

& WORKCROUEL {EOMR HKOpHEeOTb , mapT 2023.rar

35 WORKGROUP  ICOMP WAC\Users\User\Downloads\cld\aact_v4_2_8portablerar  encrypted 2023-05-04T17:44:04+04:00 2276
e p—
S S e \WA\C:\Users\User\Downloads\cld\Ruunttech Bilisim LTD_St pdf 7ed39b599ff3868235b635 e At . 6290 nGtUG hlsobot Shcklldq
akhanovets_18143USD_.pdf cededfe131 407028
37 WORKGROUP  ICOMP WACAUsers\User\Downloads\old\StartAllBack.v3.6.3.rar encrypted 2023-03-26T15:56:15+04:00 3272 ko‘ rsqti |Gd i
WACAUsers\User\Downloads\cld\ul-1147746831220-2022 b0aa4480453df025de65d —— 2808
38 WORKGROUP  ICOMP 1216120825 pdf pdf 617b9c0d360 2022-12-16T13:08:27+04.00 202 221771

* Cheksiz gidiruv: hatto
parol bilan himoyalangan
va ko'p darajali ilova
arxivlarini ham aniglaydi

«Krauler» yordam beradi:

e Axborot aktivlarini inventarizatsiya qilish (kompaniyada qanday turdagi
ma’lumotlar borligi, gimmatli tijorat hujjatlari gaysi mijoz kompyuterlarida
saqglanayotgani va h.k.).

e Ustuvorliklarni aniglash va gimmatli ma’lumotlarni himoya qilish.

DLP tizimi — ma’lumotlarni himoya gilish uchun stakhanovets.uz
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Geolokatsiya: noutbuklarning joylashuvi T) Stakhanovets

leonoka umna [ 2023-10-19 / 2023-11-09
. hqgi va ichki IP-
ot MS Excel -, OpenOffice Calc TG S ql VG IC I I P
WckaTe 8O BCEX cTonbuax v Haviti mGnZIIIGrnl GanIGSh
Ne MonezoBatent B‘:;::a Bpemsa MecrononoxeHue BHyT'T;HH“ﬁ BHewHwii IP Crpana Topopa
1 ICOMP\User Kapra | GPX  2023-10-19 10:28:28 (+0 cek) 55.687466,37.679647 2fff:127.0.0.1 79.129.140.190 Russia Moscow ¢ M am IG kat
2 ICOMP\User Kapra | GPX 2023-10-19 10:33:30 (+302 ce)  55.687430,37.679554 (+7 m) +Ff:127.0.0.1 79.129.140,190 Russia Moscow h h . - I h
3 ICOMP\User Kapra | GPX 2023-10-19 10:38:31 (+300 ce)  55.687447,37.679591 (+3 M) +fff:127.0.0.1 79.139.140.190 Russia Moscow va shanharni Gnlq as
4 ICOMP\User Kapra | GPX 2023-10-19 10:43:33 (+301 cek)  55.68749737.679618 (+5 m) +Ff:127.0.0.1 79.129.140,190 Russia Moscow
5 ICOMP\User Kapra | GPX 2023-10-19 10:48:33 (+300 cek)  55.687497,37.679618 +ff£:127.0.0.1 79.139.140.190 Russia Moscow
6 ICOMP\User Kapra | GPX 2023-10-19 10:53:34 (+300 cek)  55.687503,37.679615 “F:127.0.0.1 79139140190 Russia Moscow . ° f I
7 ICOMP\User Kapra | GPX 2023-10-19 10:58:34 (+300 cex)  55.687506,37.679615 SFFR127.0.0.1 L"“" C* I 'g £ e ey i & Hqtto ao VPN
3 ICOMP\User Kapra | GPX  2023-10-19 11:03:35 (+300 cex)  55.68748037.679637 (+3 u) Sfff127.0.0.1 ‘_7 : 1 w-vw'-faéwﬁ’ i ) S bo‘ I ga n da h am
9 ICOMP\User Kapra | GPX 2023-10-19 11:08:36 (+300 cek)  55.687503,37.679615 (+2 M) +ffff:127.0.0.1 i il B s '\
10 ICOMP\User Kapta | GPX 2023-10-19 11:13:37 (+300 cek) 55.687497,37.679618 =ffff:127.0.0.1 °° % -1/ ’ geolokqtsiyqni
11 ICOMP\User Kapra | GPX 2023-10-19 11:18:38 (+301 ce)  55.687481,37.679640 (+2 m) +ff:127.0.0.1 O i / '_
12 ICOMP\User Kepra | GPX 2023-10-19 11:23:38 (+300 cek)  55.687480,37.679637 $Fff127.001 L \/// S an |q IC] S h
13 ICOMP\User Kapra | GPX 2023-10-19 11:28:39 (+301 cek)  55.687506,37.679615 (+3 m) +Ff:127.0.0.1 e i
14 ICOMP\User Kapra | GPX 2023-10-19 11:33:40 (+300 cek)  55.687495,37.679618 (+1 M) SF127.000 | 2 /
15 ICOMP\User Kapra | GPX  2023-10-19 11:38:40 (+300 cex)  55.687480,37.679637 (+2 m) SF127.0.0.1 St ol
16 ICOMP\User Kapra | GPX 2023-10-19 11:43:42 (+301 cek)  55.687497,37.679618 (+2 M) +fff:127.0.0.1 TN ey
17 ICOMP\User Kapra | GPX 2023-10-19 11:48:43 (+301 ce)  55.687482,37.679639 (+2 M) =ff£:127.0.0.1 " g
18 ICOMP\User Kapra | GPX 2023-10-19 11:53:45 (+301 cek)  55.687482,37.679639 #fff:127.0.0.1 e / | =
19 ICOMP\User Kapta | GPX  2023-10-19 11:58:46 (+300 cek) 55.687466,37.679652 (+1 M) =ffff:127.0.0.1 i Tensseazone @Y "5°‘°“"”'”"““‘“‘ e &
20 ICOMP\User Kapra | GPX 2023-10-19 12:03:47 (+301 cek)  55.687440,37.679587 (+4 M) 4Fff:127.0.0.1 WIETRRQ e *
21 ICOMP\User Kapra | GPX 2023-10-19 12:08:47 (+300 cex)  55.68748737.679639 (+6 u) $f127.000 Yo oS @ A
\ﬂOKaSbIBaTb no 50 bl Crpanuua 1 u3 27 TN > > /
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Hadrlar tahlili va xodimlarni () Stakhanovets
profiling qilish tizimi

2 — Belgilangan metrikalar | |. Interaktiv dashbordlar va
R _ | bo'yicha xodimlarni profillash ———~1 ma’lumotlar infografikasi
”U Samaradorlikni @ Demotivatsiyalangan Xodimlarning
(Ulo boshqarish f xodimlarni aniglash turli davrlardagi xulg-atvori
090 Nazorat va jalb Xodimlar va bo'limlar %7 Belgilangan metrikalar
NP7 qilinganlik bo'yicha ma’lumotlarni bo'yicha yetakchilarni

darajasini baholash solishtirish aniglash

DLP tizimi — ma’lumotlarni himoya gilish uchun stakhanovets.uz
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HEYSLAR

Heys: Telekom,
provayder

Hisob gaydnomalari soni: 25 000+
Vazifa: yopiq texnologik konturda

foydalanuvchilar harakatlarini va hisob
gaydnomalari/ARM faoliyatini kuzatish

stakhanovets.uz

(T) CraxaHoseL

Mijoz tajribasi:
e Foydalanuvchilarning harakatlarini yozib borish

e Foydalanuvchilarning harakatlar tarixini tiklash

e Qo'shimcha vosita — hodisalarni surishtirish

Staxanovets dasturi imkon berdi:

e Ekran videoyozuvlaridan voz kechish va 5000 ARMda apparat gismiga katta
yuklamasdan har soniyada skrinshotlar olish texnik imkoniyatini taqdim etdi

e Harakatlar tarixini tiklash uchun skrinshotlardan video shakllantirish

e Optimallashtirilgan skrinshotlar sifati yo'’qotmasdan 6 oy davomida
ma’lumotlarni saqlash imkonini yaratdi


https://stakhanovets.uz/

HEYSLAR

(T) CraxaHoseL

HEVS! Mijoz tajribasi:
SDEHnNINng s
«qulashi»

e Mutaxassislar aytib o‘tgan mumkin bo‘lgan sabablardan biri — tizimga
virus-shifrovalchi kiritilishi. Tizimga qanday yo'l bilan kirgani noma’lum: oddiy
fishingdan tortib xodimni sotib olishgacha bo‘lgan har ganday usul bo'lishi

mumbkin. Hozirda ichki surishtiruv olib borilmoqda.

e SDEK xizmatlaridagi nosozlik tufayli yetkazilgan zarar (zararlarni qoplash
bo‘yicha to'lovlar hisobga olinmagan holda) 2,9 million dollardan 9,6 million

dollargacha bo'lishi mumkin.

Muammo: 5 kun davomida SDEK yetkazib
berish xizmati ishlashdan to‘xtagan

MATERIALLARGA HAVOLA.:

stakhanovets.uz postnews journal.tinkoff habr.com



https://stakhanovets.uz/
https://journal.tinkoff.ru/news/cdek-fall/
https://habr.com/ru/news/819569/
https://postnews.ru/a/28965?ysclid=ly5seiwaix103537651

HEYSLAR

Heys:
«Megalyap»
META*

S34,146 B

2023-yilning uchinchi
choragidagi daromad

S1,22T

2023-yildagi bozor giymati

(T) CraxaHoseL

Mijoz tajribasi:

e Meta*ning sobiq vitse-prezidenti ishidan bo‘shash paytida kompaniyaning

maxfiy hujjatlarini o'g‘irlab ketgan.

e Da'voda aytilishicha, sobiq infratuzilma bo'yicha vitse-prezident Dipinder
Singh Xurana ishdan bo‘shash to‘g‘risida ariza topshirganidan so‘ng,
kompaniyaning data-markazlari, yetkazib beruvchilari va sun’iy intellekt
texnologiyalari bilan bog'liq loyihalari haqgidagi ichki ma’lumotlar saglangan
fayllarni o'g‘irlagan. Shu bilan birga, hujjatlarda biznes operatsiyalar va

xaridlarga oid xarajatlar bo‘yicha ma’lumotlar ham mavjud bo‘lgan.

e Sobiq yuqori lavozimli menejer ichki hujjatlarni shaxsiy Google Drive va
Dropbox’iga yuklagan, shundan so‘ng ko‘plab hujjatlar yangi ish beruvchi

nomi bilan atalgan papkalarga ko‘chirib olingan.

MATERIALLARGA HAVOLA:

BLOOMBERG.COM
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HEYSLAR

Heys: Ish
vazifalarini
bajarmaslik

Sud pretsedenti

Natija: ishda ish beruvchi g‘alaba gozongan

stakhanovets.uz

(T) CraxaHoseL

Sud ishiga oid ma’lumotlar:

Bikmetov K.F. MCh] «Medek Starz Interneshnl»ga qarshi.

Ch.1 st.192 RF Mehnat kodeksiga muvofiq intizomiy jazo.

Ch.1 st.81 RF Mehnat kodeksining 5-bandi asosida — xodimning

ish majburiyatlarini oglanadigan sabablarsiz bajarmagani uchun
ishdan bo‘shatish.

Staxanovets tufayli kompaniyada:

* Ish vaqgtida oglanadigan sabablarsiz kasbiy
majburiyatlar muntazam ravishda bajarilmayotgani aniglandi

« Xodimning ish vaqtini ko‘ngilochar resurslarda
o‘tkazayotgani qayd etildi

* Sudda intizomiy jazo va ishdan bo‘shatishning
gonuniyligini isbotlashdi

MATERIALLARGA HAVOLA: HTTPS//XN--90AFDBAAVOBDIAFY6EUBSD . XN--P1Al/79796731



https://stakhanovets.uz/
https://%D1%81%D1%83%D0%B4%D0%B5%D0%B1%D0%BD%D1%8B%D0%B5%D1%80%D0%B5%D1%88%D0%B5%D0%BD%D0%B8%D1%8F.%D1%80%D1%84/79796731

HEYSLAR

Heys: Kasbiy
majburiyatlarni
bajarmaslik

Sud pretsedenti

Natija: jinoiy jazoga tortish (jarima to‘lash va
chigmaslik hagida tilxat)

stakhanovets.uz

(T) CraxaHoseL

Sud ishiga oid ma’lumotlar:

Kudrina V.N. MChJ «Kompaniya Polyarnoye Siyanie»ga qarshi.

Rossiya Federatsiyasi Mehnat kodeksining 192-moddasiga
muvofiq intizomiy jazo.

Staxanovets tufayli kompaniyada:

* Xodim elektron pochta orqali bank ko‘chirmalari bo'yicha
ma’lumotlarni yuklab olish vazifasini olganligi qayd etildi

* Bir hafta davomida har kunlik ish majburiyatining
bajarilmaganligi aniglandi

* Xodimning lavozim yo‘rignomasi bilan tanishganligi
va hujjat chop qilingani tasdiglandi

MATERIALLARGA HAVOLA: HTTPS//XN--90AFDBAAVOBDIAFY6EUBSD.XN--P1AY74296172
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HEYSLAR

(T) CraxaHoseL

Mijoz tajribasi:

=
Heys: Tinkoff
|
va Shaxsiy
5 pasport rasmlari, mijozlar hagidagi suratlar va boshqa ma’lumotlar esa
m a I u m Otl a r Telegram chatlarida tarqalmoqda — istagan kishi ularni ko‘rishi mumkin

e Tinkoff xorijdan masofadan ishlashni tagigladi. Istisnolar:
[ P D n ] Armaniston, Belarus va Qozog‘iston

e Bank-moliya tashkilotining xodimlari GPH shartnomasi

asosida masofadan, yopiq konturdan tashqarida ishlashadi

e Banka kartalari va shartnomalar xodimlarning xonadonlarida saglanadi,

Sud pretsedenti

Tinkoff'ning sobiq xodimlari bankni

mijozlarning shaxsiy ma’lumotlari maxfiyligini
buzganlikda ayblashdi

MATERIALLARGA HAVOLA:

stakhanovets.uz BLOODYYSX  T.ME/BLOODYSX,



https://stakhanovets.uz/
https://t.me/bloodysx/32134
https://tgstat.ru/channel/@bloodysx/32092
https://t.me/bloodysx/32134

HEYSLAR

Heys: «0O‘zbekiston
Respublikasi Xalq

bankinda
Staxanovetsni joriy

etish

Joriy etish: 1000 ARM

Litsenziyalar: «<Staxanovets: PRO»

stakhanovets.uz

(T) CraxaHoseL

Staxanovets yordami bilan
bank rahbariyati quyidagilarga erishdi:

Masofadan ishlovchi xodimlar ish vaqtini
magqgsadsiz sarf gilishining oldini olish

Ish vaqtini hisobga olish orqali ofis mutaxassislarining
kechikish va ishni ertaroq tark etish odatini yo‘q qilish.

Qatnashish darajasi past bo‘lgan xodimlarni aniglash va
individual rag‘batlantirish dasturlari yordamida ularning
motivatsiyasini oshirish

Xodimlar ish gidirayotganini aniglash opsiyasi
orqali kadrlar almashuvini kamaytirish

Barcha ma’lumot uzatish kanallarini ushlab golish orqgali
ma’lumotlarning chiqib ketishining oldini olish


https://stakhanovets.uz/

Hompleksning uch versiyasi.

DLP tizimi —

@ Stakhanovets
To'liq
nazorat

sjanouByHels (D)

)
o
=]
[
N
[=]
b1
o
ot

To'lig nazorat — ma’lumotlarning
chiqib ketishini oldini olish,
insayderlarni aniglash va
surishtiruv o‘tkazish uchun DLP-
tizim

* Ma’lumotlarning chiqib ketishini
nazorat gilish

+ Xavf tahlilchisi

* Fayl amallarini nazorat gilish

* Hodisalar va vogealar hagida
xabarnomalar

ma’lumotlarni himoya qilish uchun

P PP

C’ Stakhanovets

PRO

maksimal nashr

OHd  s3anouBUHEIS (D)

PRO — DLP-tizim va xodimlarni
monitoring gilish kompleksi. «To'liq
nazorat» va «<KVANT» funksiyalaridan
tashqari qo‘shimcha opsiyalarga ega

AntiFoto
Hujjatlarni markirovka qilish

Xodimlar xavf darajasini hisoblash:
Krauler

() Stakhanovets

@ Stakhanovets

Hvant

AUBAH  sjanouBUHEIS (:\)

Kvant — ish faoliyatini monitoring
gilish va kadrlar tahlilini o‘tkazish
uchun kompleks

Intellektual tahlil tizimi

Ish samaradorligi tahlilchisi
Ish vaqtini hisobga olish
Ekran skrinshotlari

stakhanovets.uz
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Versiyalarni solishtirish () Stakhanovets

To'lig nazorat

ImKkoniyatlar

"Analitika" hisobotlari guruhi

Ish vaqtini hisobga olish

AntiFoto

Ish samaradorligi tahlilchisi

Ekran skrinshotlari

Krauler

Fayl amallarini nazorat qilish

Hujjatlarni markirovka qilish

USB qurilmalarini taqgiglash imkoniyati

Saytlarga kirish va ilovalarni ishga tushirishni taqiglash

< MON < NON N < HON < H®)
Q0000000000
OHOHONONONON < I < NON < M </

Pochta va messenjerlarni ushlab qgolish

DLP tizimi — ma’lumotlarni himoya gilish uchun stakhanovets.uz
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STAXANOVETS DASTURIY MAHSULOQOTI

Litsenziya
turlari

Litsenziya tarmoqdagi foydalanuvchi loginlari
soniga qarab beriladi.

Kompleks agentlari ish o‘rinlari yoki terminal
serverga o‘rnatiladi.

Boshqaruv serveri va ma’lumotlar bazasi jismoniy
server yoki virtual mashinada joylashtiriladi.

stakhanovets.uz

Muddatsiz
litsenziyalar

Amal qilish muddati
cheklanmagan

* Kamida 2 yil texnik qo‘llab-
quvvatlash

* Yangi katta versiyaga o‘tganda
chegirmalar

(T) CraxaHoseL

Vaqgtincha
litsenziyalar

1 oydan 3 yilgacha
muddatli litsenziyalar

* Litsenziya muddati davomida texnik

qo‘llab-quvvatlash

 Litsenziyani uzaytirishda aksiyalar

bo'yicha chegirmalar



https://stakhanovets.uz/

Bizni tanlashadi () Stakhanovets

2 3P-TENEKOM corass

HHHHHHHHHHHHHHHH ® ornbaHk

12 MLN

Staxanovets dasturi

_ _ : :4> POCKOCMOC GIS FASUHOOPM
nazorati ostidagi ARM cepene ,

Y XanBanl(l N HOPHUKEJ1b

since 1875
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Savollar bormi?
Biz bilan yoki distribyutor
bilan bog'laning

MONT TECH

Group of companies

(7) Stakhanovets

Markaziy ofis Moskvada (RF) O "zbekiston Respublikasidagi
rasmiy distribyutor

mariya.luts@stakhanovets.ru mont-uz@mont.uz
+7 (499) 110-64-10 + 998 (33) 063 60 06

stakhanovets.ru monttech.uz/ru-uz



https://monttech.uz/ru-uz
https://stakhanovets.ru/

